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§7264. Code of ethics for senior financial officers
(a) Code of ethics disclosure

The Commission shall issue rules to require
each issuer, together with periodic reports re-
quired pursuant to section 78mf(a) or 78o0(d) of
this title, to disclose whether or not, and if not,
the reason therefor, such issuer has adopted a
code of ethics for senior financial officers, appli-
cable to its principal financial officer and comp-
troller or principal accounting officer, or per-
sons performing similar functions.

(b) Changes in codes of ethics

The Commission shall revise its regulations
concerning matters requiring prompt disclosure
on Form 8-K (or any successor thereto) to re-
quire the immediate disclosure, by means of the
filing of such form, dissemination by the Inter-
net or by other electronic means, by any issuer
of any change in or waiver of the code of ethics
for senior financial officers.

(c) Definition

In this section, the term ‘‘code of ethics”
means such standards as are reasonably nec-
essary to promote—

(1) honest and ethical conduct, including the
ethical handling of actual or apparent con-
flicts of interest between personal and profes-
sional relationships;

(2) full, fair, accurate, timely, and under-
standable disclosure in the periodic reports re-
quired to be filed by the issuer; and

(3) compliance with applicable governmental
rules and regulations.

(d) Deadline for rulemaking

The Commission shall—
(1) propose rules to implement this section,
not later than 90 days after July 30, 2002; and
(2) issue final rules to implement this sec-
tion, not later than 180 days after July 30, 2002.

(Pub. L. 107-204, title IV, §406, July 30, 2002, 116
Stat. 789.)

§7265. Disclosure of audit committee financial
expert

(a) Rules defining “financial expert”

The Commission shall issue rules, as necessary
or appropriate in the public interest and consist-
ent with the protection of investors, to require
each issuer, together with periodic reports re-
quired pursuant to sections 78m(a) and 780(d) of
this title, to disclose whether or not, and if not,
the reasons therefor, the audit committee of
that issuer is comprised of at least 1 member
who is a financial expert, as such term is defined
by the Commission.

(b) Considerations

In defining the term ‘‘financial expert’” for
purposes of subsection (a) of this section, the
Commission shall consider whether a person
has, through education and experience as a pub-
lic accountant or auditor or a principal financial
officer, comptroller, or principal accounting of-
ficer of an issuer, or from a position involving
the performance of similar functions—

(1) an understanding of generally accepted
accounting principles and financial state-
ments;
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(2) experience in—

(A) the preparation or auditing of financial
statements of generally comparable issuers;
and

(B) the application of such principles in
connection with the accounting for esti-
mates, accruals, and reserves;

(3) experience with internal accounting con-
trols; and

(4) an understanding of audit committee
functions.

(c) Deadline for rulemaking

The Commission shall—
(1) propose rules to implement this section,
not later than 90 days after July 30, 2002; and
(2) issue final rules to implement this sec-
tion, not later than 180 days after July 30, 2002.

(Pub. L. 107-204, title IV, §407, July 30, 2002, 116
Stat. 790.)

§7266. Enhanced review of periodic disclosures
by issuers

(a) Regular and systematic review

The Commission shall review disclosures made
by issuers reporting under section 78m(a) of this
title (including reports filed on Form 10-K), and
which have a class of securities listed on a na-
tional securities exchange or traded on an auto-
mated quotation facility of a national securities
association, on a regular and systematic basis
for the protection of investors. Such review
shall include a review of an issuer’s financial
statement.

(b) Review criteria

For purposes of scheduling the reviews re-
quired by subsection (a) of this section, the
Commission shall consider, among other fac-
tors—

(1) issuers that have issued material restate-
ments of financial results;

(2) issuers that experience significant vola-
tility in their stock price as compared to
other issuers;

(3) issuers with the largest market capital-
ization;

(4) emerging companies with disparities in
price to earning ratios;

(5) issuers whose operations significantly af-
fect any material sector of the economy; and

(6) any other factors that the Commission
may consider relevant.

(¢) Minimum review period
In no event shall an issuer required to file re-
ports under section 78m(a) or 780(d) of this title

be reviewed under this section less frequently
than once every 3 years.

(Pub. L. 107-204, title IV, §408, July 30, 2002, 116
Stat. 790.)
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§7301. National Construction Safety Teams
(a) Establishment

The Director of the National Institute of
Standards and Technology (in this chapter re-
ferred to as the ‘‘Director’) is authorized to es-
tablish National Construction Safety Teams (in
this chapter referred to as a ‘“Team’’) for deploy-
ment after events causing the failure of a build-
ing or buildings that has resulted in substantial
loss of life or that posed significant potential for
substantial loss of life. To the maximum extent
practicable, the Director shall establish and de-
ploy a Team within 48 hours after such an event.
The Director shall promptly publish in the Fed-
eral Register notice of the establishment of each
Team.

(b) Purpose of investigation; duties
(1) Purpose

The purpose of investigations by Teams is to
improve the safety and structural integrity of
buildings in the United States.

(2) Duties

A Team shall—

(A) establish the likely technical cause or
causes of the building failure;

(B) evaluate the technical aspects of evac-
uation and emergency response procedures;

(C) recommend, as necessary, specific im-
provements to building standards, codes, and
practices based on the findings made pursu-
ant to subparagraphs (A) and (B); and

(D) recommend any research and other ap-
propriate actions needed to improve the
structural safety of buildings, and improve
evacuation and emergency response proce-
dures, based on the findings of the investiga-
tion.

(c) Procedures
(1) Development

Not later than 3 months after October 1,
2002, the Director, in consultation with the
United States Fire Administration and other
appropriate Federal agencies, shall develop
procedures for the establishment and deploy-
ment of Teams. The Director shall update
such procedures as appropriate. Such proce-
dures shall include provisions—

(A) regarding conflicts of interest related
to service on the Team;

(B) defining the circumstances under
which the Director will establish and deploy
a Team;

(C) prescribing the appropriate size of
Teams;

(D) guiding the disclosure of information
under section 7306 of this title;

(BE) guiding the conduct of investigations
under this chapter, including procedures for
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providing written notice of inspection au-
thority under section 7303(a) of this title and
for ensuring compliance with any other ap-
plicable law;

(F) identifying and prescribing appropriate
conditions for the provision by the Director
of additional resources and services Teams
may need;

(G) to ensure that investigations under
this chapter do not impede and are coordi-
nated with any search and rescue efforts
being undertaken at the site of the building
failure;

(H) for regular briefings of the public on
the status of the investigative proceedings
and findings;

(I) guiding the Teams in moving and pre-
serving evidence as described in section
7303(a)(4), (b)(2), and (d)(4) of this title;

(J) providing for coordination with Fed-
eral, State, and local entities that may
sponsor research or investigations of build-
ing failures, including research conducted
under the Earthquake Hazards Reduction
Act of 1977 [42 U.S.C. 7701 et seq.]; and

(K) regarding such other issues as the Di-
rector considers appropriate.

(2) Publication

The Director shall publish promptly in the
Federal Register final procedures, and subse-
quent updates thereof, developed under para-
graph (1).

(Pub. L. 107-231, §2, Oct. 1, 2002, 116 Stat. 1471;
Pub. L. 107-305, §15, Nov. 27, 2002, 116 Stat. 2381.)

REFERENCES IN TEXT

This chapter, referred to in subsecs. (a) and (¢)(1)(E),
(G), was in the original ‘“‘this Act’”, meaning Pub. L.
107-231, Oct. 1, 2002, 116 Stat. 1471, known as the Na-
tional Construction Safety Team Act, which is classi-
fied principally to this chapter. For complete classi-
fication of this Act to the Code, see Short Title note
below and Tables.

The Earthquake Hazards Reduction Act of 1977, re-
ferred to in subsec. (c)(1)(J), is Pub. L. 95-124, Oct. 7,
1977, 91 Stat. 1098, as amended, which is classified gen-
erally to chapter 86 (§7701 et seq.) of Title 42, The Pub-
lic Health and Welfare. For complete classification of
this Act to the Code, see Short Title note set out under
section 7701 of Title 42 and Tables.

AMENDMENTS

2002—Subsec. (¢)(1)(D). Pub. L. 107-305, which directed
the substitution of ‘‘section 7306 of this title;”’ for ‘‘sec-
tion 7307 of this title;”’ in subsec. (¢)(1)(d), was executed
to subsec. (¢c)(1)(D), to reflect the probable intent of
Congress.

SHORT TITLE

Pub. L. 107-231, §1, Oct. 1, 2002, 116 Stat. 1471, provided
that: ““This Act [enacting this chapter and amending
section 28la of this title] may be cited as the ‘National
Construction Safety Team Act’.”

§7302. Composition of Teams

Each Team shall be composed of individuals
selected by the Director and led by an individual
designated by the Director. Team members shall
include at least 1 employee of the National In-
stitute of Standards and Technology and shall
include other experts who are not employees of
the National Institute of Standards and Tech-
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nology, who may include private sector experts,
university experts, representatives of profes-
sional organizations with appropriate expertise,
and appropriate Federal, State, or local offi-
cials. Team members who are not Federal em-
ployees shall be considered Federal Government
contractors.

(Pub. L. 107-231, §3, Oct. 1, 2002, 116 Stat. 1472.)
§7303. Authorities

(a) Entry and inspection

In investigating a building failure under this
chapter, members of a Team, and any other per-
son authorized by the Director to support a
Team, on display of appropriate credentials pro-
vided by the Director and written notice of in-
spection authority, may—

(1) enter property where a building failure
being investigated has occurred, or where
building components, materials, and artifacts
with respect to the building failure are lo-
cated, and take action necessary, appropriate,
and reasonable in light of the nature of the
property to be inspected to carry out the du-
ties of the Team under section 7301(b)(2)(A)
and (B) of this title;

(2) during reasonable hours, inspect any
record (including any design, construction, or
maintenance record), process, or facility relat-
ed to the investigation;

(3) inspect and test any building compo-
nents, materials, and artifacts related to the
building failure; and

(4) move such records, components, mate-
rials, and artifacts as provided by the proce-
dures developed under section 7301(c)(1) of this
title.

(b) Avoiding unnecessary interference and pre-
serving evidence

An inspection, test, or other action taken by a
Team under this section shall be conducted in a
way that—

(1) does not interfere unnecessarily with
services provided by the owner or operator of
the building components, materials, or arti-
facts, property, records, process, or facility;
and

(2) to the maximum extent feasible, pre-
serves evidence related to the building failure,
consistent with the ongoing needs of the in-
vestigation.

(¢) Coordination
(1) With search and rescue efforts

A Team shall not impede, and shall coordi-
nate its investigation with, any search and
rescue efforts being undertaken at the site of
the building failure.

(2) With other research

A Team shall coordinate its investigation,
to the extent practicable, with qualified re-
searchers who are conducting engineering or
scientific (including social science) research
relating to the building failure.

(3) Memoranda of understanding
The National Institute of Standards and

Technology shall enter into a memorandum of
understanding with each Federal agency that
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may conduct or sponsor a related investiga-
tion, providing for coordination of investiga-
tions.

(4) With State and local authorities

A Team shall cooperate with State and local
authorities carrying out any activities related
to a Team’s investigation.

(d) Interagency priorities
(1) In general

Except as provided in paragraph (2) or (3), a
Team investigation shall have priority over
any other investigation of any other Federal
agency.

(2) National Transportation Safety Board

If the National Transportation Safety Board
is conducting an investigation related to an
investigation of a Team, the National Trans-
portation Safety Board investigation shall
have priority over the Team investigation.
Such priority shall not otherwise affect the
authority of the Team to continue its inves-
tigation under this chapter.

(3) Criminal acts

If the Attorney General, in consultation
with the Director, determines, and notifies the
Director, that circumstances reasonably indi-
cate that the building failure being inves-
tigated by a Team may have been caused by a
criminal act, the Team shall relinquish inves-
tigative priority to the appropriate law en-
forcement agency. The relinquishment of in-
vestigative priority by the Team shall not
otherwise affect the authority of the Team to
continue its investigation under this chapter.

(4) Preservation of evidence

If a Federal law enforcement agency sus-
pects and notifies the Director that a building
failure being investigated by a Team under
this chapter may have been caused by a crimi-
nal act, the Team, in consultation with the
Federal law enforcement agency, shall take
necessary actions to ensure that evidence of
the criminal act is preserved.

(Pub. L. 107-231, §4, Oct. 1, 2002, 116 Stat. 1472.)

REFERENCES IN TEXT

This chapter, referred to in subsecs. (a) and (d)(2) to
(4), was in the original ‘‘this Act’’, meaning Pub. L.
107-231, Oct. 1, 2002, 116 Stat. 1471, known as the Na-
tional Construction Safety Team Act, which is classi-
fied principally to this chapter. For complete classi-
fication of this Act to the Code, see Short Title note
set out under section 7301 of this title and Tables.

§7304. Briefings, hearings, witnesses, and sub-
poenas

(a) General authority

The Director or his designee, on behalf of a
Team, may conduct hearings, administer oaths,
and require, by subpoena (pursuant to sub-
section (e) of this section) and otherwise, nec-
essary witnesses and evidence as necessary to
carry out this chapter.

(b) Briefings

The Director or his designee (who may be the
leader or a member of a Team), on behalf of a
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Team, shall hold regular public briefings on the
status of investigative proceedings and findings,
including a final briefing after the report re-
quired by section 7307 of this title is issued.

(c) Public hearings

During the course of an investigation by a
Team, the National Institute of Standards and
Technology may, if the Director considers it to
be in the public interest, hold a public hearing
for the purposes of—

(1) gathering testimony from witnesses; and
(2) informing the public on the progress of
the investigation.
(d) Production of witnesses

A witness or evidence in an investigation
under this chapter may be summoned or re-
quired to be produced from any place in the
United States. A witness summoned under this
subsection is entitled to the same fee and mile-
age the witness would have been paid in a court
of the United States.

(e) Issuance of subpoenas

A subpoena shall be issued only under the sig-
nature of the Director but may be served by any
person designated by the Director.

() Failure to obey subpoena

If a person disobeys a subpoena issued by the
Director under this chapter, the Attorney Gen-
eral, acting on behalf of the Director, may bring
a civil action in a district court of the United
States to enforce the subpoena. An action under
this subsection may be brought in the judicial
district in which the person against whom the
action is brought resides, is found, or does busi-
ness. The court may punish a failure to obey an
order of the court to comply with the subpoena
as a contempt of court.

(Pub. L. 107-231, §5, Oct. 1, 2002, 116 Stat. 1474.)
REFERENCES IN TEXT

This chapter, referred to in subsecs. (a), (d), and (f),
was in the original ‘‘this Act’’, meaning Pub. L. 107-231,
Oct. 1, 2002, 116 Stat. 1471, known as the National Con-
struction Safety Team Act, which is classified prin-
cipally to this chapter. For complete classification of
this Act to the Code, see Short Title note set out under
section 7301 of this title and Tables.

§7305. Additional powers

In order to support Teams in carrying out this
chapter, the Director may—

(1) procure the temporary or intermittent
services of experts or consultants under sec-
tion 3109 of title 5;

(2) request the use, when appropriate, of
available services, equipment, personnel, and
facilities of a department, agency, or instru-
mentality of the United States Government on
a reimbursable or other basis;

(3) confer with employees and request the
use of services, records, and facilities of State
and local governmental authorities;

(4) accept voluntary and uncompensated
services;

(5) accept and use gifts of money and other
property, to the extent provided in advance in
appropriations Acts;

(6) make contracts with nonprofit entities to
carry out studies related to purpose, func-
tions, and authorities of the Teams; and
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(7) provide nongovernmental members of the
Team reasonable compensation for time spent
carrying out activities under this chapter.

(Pub. L. 107-231, §6, Oct. 1, 2002, 116 Stat. 1474.)
REFERENCES IN TEXT

This chapter, referred to in text, was in the original
“this Act”, meaning Pub. L. 107-231, Oct. 1, 2002, 116
Stat. 1471, known as the National Construction Safety
Team Act, which is classified principally to this chap-
ter. For complete classification of this Act to the Code,
see Short Title note set out under section 7301 of this
title and Tables.

§7306. Disclosure of information
(a) General rule

Except as otherwise provided in this section, a
copy of a record, information, or investigation
submitted or received by a Team shall be made
available to the public on request and at reason-
able cost.

(b) Exceptions

Subsection (a) of this section does not require
the release of—

(1) information described by section 552(b) of
title 5 or protected from disclosure by any
other law of the United States; or

(2) information described in subsection (a) of
this section by the National Institute of
Standards and Technology or by a Team until
the report required by section 7307 of this title
is issued.

(c) Protection of voluntary submission of infor-
mation

Notwithstanding any other provision of law, a
Team, the National Institute of Standards and
Technology, and any agency receiving informa-
tion from a Team or the National Institute of
Standards and Technology, shall not disclose
voluntarily provided safety-related information
if that information is not directly related to the
building failure being investigated and the Di-
rector finds that the disclosure of the informa-
tion would inhibit the voluntary provision of
that type of information.

(d) Public safety information

A Team and the National Institute of Stand-
ards and Technology shall not publicly release
any information it receives in the course of an
investigation under this chapter if the Director
finds that the disclosure of that information
might jeopardize public safety.

(Pub. L. 107-231, §7, Oct. 1, 2002, 116 Stat. 1475.)
REFERENCES IN TEXT

This chapter, referred to in subsec. (d), was in the
original ‘‘this Act’”, meaning Pub. L. 107-231, Oct. 1,
2002, 116 Stat. 1471, known as the National Construction
Safety Team Act, which is classified principally to this
chapter. For complete classification of this Act to the
Code, see Short Title note set out under section 7301 of
this title and Tables.

§7307. National Construction Safety Team report

Not later than 90 days after completing an in-
vestigation, a Team shall issue a public report
which includes—

(1) an analysis of the likely technical cause
or causes of the building failure investigated;
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(2) any technical recommendations for
changes to or the establishment of evacuation
and emergency response procedures;

(3) any recommended specific improvements
to building standards, codes, and practices;
and

(4) recommendations for research and other
appropriate actions needed to help prevent fu-
ture building failures.

(Pub. L. 107-231, §8, Oct. 1, 2002, 116 Stat. 1475.)

§7308. National Institute of Standards and Tech-
nology actions

After the issuance of a public report under sec-
tion 7307 of this title, the National Institute of
Standards and Technology shall comprehen-
sively review the report and, working with the
United States Fire Administration and other ap-
propriate Federal and non-Federal agencies and
organizations—

(1) conduct, or enable or encourage the con-
ducting of, appropriate research recommended
by the Team; and

(2) promote (consistent with existing proce-
dures for the establishment of building stand-
ards, codes, and practices) the appropriate
adoption by the Federal Government, and en-
courage the appropriate adoption by other
agencies and organizations, of the recom-
mendations of the Team with respect to—

(A) technical aspects of evacuation and
emergency response procedures;

(B) specific improvements to building
standards, codes, and practices; and

(C) other actions needed to help prevent
future building failures.

(Pub. L. 107-231, §9, Oct. 1, 2002, 116 Stat. 1475.)

§7309. National Institute of Standards and Tech-
nology annual report

Not later than February 15 of each year, the
Director shall transmit to the Committee on
Science of the House of Representatives and to
the Committee on Commerce, Science, and
Transportation of the Senate a report that in-
cludes—

(1) a summary of the investigations con-
ducted by Teams during the prior fiscal year;
(2) a summary of recommendations made by

the Teams in reports issued under section 7307

of this title during the prior fiscal year and a

description of the extent to which those rec-

ommendations have been implemented; and

(3) a description of the actions taken to im-
prove building safety and structural integrity
by the National Institute of Standards and

Technology during the prior fiscal year in re-

sponse to reports issued under section 7307 of

this title.

(Pub. L. 107-231, §10, Oct. 1, 2002, 116 Stat. 1476.)
CHANGE OF NAME

Committee on Science of House of Representatives
changed to Committee on Science and Technology of
House of Representatives by House Resolution No. 6,
One Hundred Tenth Congress, Jan. 5, 2007. Committee
on Science and Technology of House of Representatives
changed to Committee on Science, Space, and Tech-
nology of House of Representatives by House Resolu-
tion No. 5, One Hundred Twelfth Congress, Jan. 5, 2011.
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§7310. Advisory committee
(a) Establishment and functions

The Director, in consultation with the United
States Fire Administration and other appro-
priate Federal agencies, shall establish an advi-
sory committee to advise the Director on carry-
ing out this chapter and to review the proce-
dures developed under section 7301(c)(1) of this
title and the reports issued under section 7307 of
this title.

(b) Annual report

On January 1 of each year, the advisory com-
mittee shall transmit to the Committee on
Science of the House of Representatives and to
the Committee on Commerce, Science, and
Transportation of the Senate a report that in-
cludes—

(1) an evaluation of Team activities, along
with recommendations to improve the oper-
ation and effectiveness of Teams; and

(2) an assessment of the implementation of
the recommendations of Teams and of the ad-
visory committee.

(c) Duration of advisory committee

Section 14 of the Federal Advisory Committee
Act shall not apply to the advisory committee
established under this section.

(Pub. L. 107-231, §11, Oct. 1, 2002, 116 Stat. 1476.)
REFERENCES IN TEXT

This chapter, referred to in subsec. (a), was in the
original ‘‘this Act’”, meaning Pub. L. 107-231, Oct. 1,
2002, 116 Stat. 1471, known as the National Construction
Safety Team Act, which is classified principally to this
chapter. For complete classification of this Act to the
Code, see Short Title note set out under section 7301 of
this title and Tables.

Section 14 of the Federal Advisory Committee Act,
referred to in subsec. (¢), is section 14 of Pub. L. 92-463,
which is set out in the Appendix to Title 5, Government
Organization and Employees.

CHANGE OF NAME

Committee on Science of House of Representatives
changed to Committee on Science and Technology of
House of Representatives by House Resolution No. 6,
One Hundred Tenth Congress, Jan. 5, 2007. Committee
on Science and Technology of House of Representatives
changed to Committee on Science, Space, and Tech-
nology of House of Representatives by House Resolu-
tion No. 5, One Hundred Twelfth Congress, Jan. 5, 2011.

§7311. Additional applicability

The authorities and restrictions applicable
under this chapter to the Director and to Teams
shall apply to the activities of the National In-
stitute of Standards and Technology in response
to the attacks of September 11, 2001.

(Pub. L. 107-231, §12, Oct. 1, 2002, 116 Stat. 1476.)
REFERENCES IN TEXT

This chapter, referred to in text, was in the original
“this Act”, meaning Pub. L. 107-231, Oct. 1, 2002, 116
Stat. 1471, known as the National Construction Safety
Team Act, which is classified principally to this chap-
ter. For complete classification of this Act to the Code,
see Short Title note set out under section 7301 of this
title and Tables.

§7312. Construction

Nothing in this chapter shall be construed to
confer any authority on the National Institute
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of Standards and Technology to require the
adoption of building standards, codes, or prac-
tices.

(Pub. L. 107-231, §14, Oct. 1, 2002, 116 Stat. 1477.)
REFERENCES IN TEXT

This chapter, referred to in text, was in the original
“this Act”, meaning Pub. L. 107-231, Oct. 1, 2002, 116
Stat. 1471, known as the National Construction Safety
Team Act, which is classified principally to this chap-
ter. For complete classification of this Act to the Code,
see Short Title note set out under section 7301 of this
title and Tables.

§7313. Authorization of appropriations

The National Institute of Standards and Tech-
nology is authorized to use funds otherwise au-
thorized by law to carry out this chapter.

(Pub. L. 107-231, §15, Oct. 1, 2002, 116 Stat. 1477.)
REFERENCES IN TEXT

This chapter, referred to in text, was in the original
‘“‘this Act”, meaning Pub. L. 107-231, Oct. 1, 2002, 116
Stat. 1471, known as the National Construction Safety
Team Act, which is classified principally to this chap-
ter. For complete classification of this Act to the Code,
see Short Title note set out under section 7301 of this
title and Tables.

CHAPTER 100—CYBER SECURITY RESEARCH
AND DEVELOPMENT

Sec.

7401. Findings.

7402. Definitions.

7403. National Science Foundation research.

7404. National Science Foundation computer and
network security programs.

7405. Consultation.

7406. National Institute of Standards and Tech-
nology programs.

7407. Authorization of appropriations.

7408. National Academy of Sciences study on com-
puter and network security in critical infra-
structures.

7409. Coordination of Federal cyber security re-
search and development.

7410. Grant eligibility requirements and compli-
ance with immigration laws.

7411. Report on grant and fellowship programs.

§7401. Findings

The Congress finds the following:

(1) Revolutionary advancements in comput-
ing and communications technology have
interconnected government, commercial, sci-
entific, and educational infrastructures—in-
cluding critical infrastructures for -electric
power, natural gas and petroleum production
and distribution, telecommunications, trans-
portation, water supply, banking and finance,
and emergency and government services—in a
vast, interdependent physical and electronic
network.

2) Exponential increases in inter-
connectivity have facilitated enhanced com-
munications, economic growth, and the deliv-
ery of services critical to the public welfare,
but have also increased the consequences of
temporary or prolonged failure.

(3) A Department of Defense Joint Task
Force concluded after a 1997 United States in-
formation warfare exercise that the results
‘‘clearly demonstrated our lack of preparation
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for a coordinated cyber and physical attack on
our critical military and civilian infrastruc-
ture’’.
(4) Computer security technology and sys-
tems implementation lack—
(A) sufficient long term research funding;
(B) adequate coordination across Federal
and State government agencies and among
government, academia, and industry; and
(C) sufficient numbers of outstanding re-
searchers in the field.

(5) Accordingly, Federal investment in com-
puter and network security research and de-
velopment must be significantly increased
to—

(A) improve vulnerability assessment and
technological and systems solutions;

(B) expand and improve the pool of infor-
mation security professionals, including re-
searchers, in the United States workforce;
and

(C) better coordinate information sharing
and collaboration among industry, govern-
ment, and academic research projects.

(6) While African-Americans, Hispanics, and
Native Americans constitute 25 percent of the
total United States workforce and 30 percent
of the college-age population, members of
these minorities comprise less than 7 percent
of the United States computer and informa-
tion science workforce.

(Pub. L. 107-305, §2, Nov. 27, 2002, 116 Stat. 2367.)
SHORT TITLE

Pub. L. 107-305, §1, Nov. 27, 2002, 116 Stat. 2367, pro-
vided that: ‘“This Act [enacting this chapter and sec-
tion 278h of this title, amending sections 278g-3, 15611e,
and 7301 of this title and section 1862 of Title 42, The
Public Health and Welfare, and redesignating section
278h of this title as 278q of this title] may be cited as
the ‘Cyber Security Research and Development Act’.”

§ 7402. Definitions

In this chapter:
(1) Director

The term ‘‘Director’’ means the Director of
the National Science Foundation.

(2) Institution of higher education

The term ‘‘institution of higher education”
has the meaning given that term in section
1001(a) of title 20.

(Pub. L. 107-305, §3, Nov. 27, 2002, 116 Stat. 2368.)
REFERENCES IN TEXT

This chapter, referred to in text, was in the original
“this Act”, meaning Pub. L. 107-305, Nov. 27, 2002, 116
Stat. 2367, known as the Cyber Security Research and
Development Act, which is classified principally to this
chapter. For complete classification of this Act to the
Code, see Short Title note set out under section 7401 of
this title and Tables.

§ 7403. National Science Foundation research
(a) Computer and network security research
grants
(1) In general

The Director shall award grants for basic re-
search on innovative approaches to the struc-
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